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COMPANION GUIDE TO THE
CYBER ESSENTIALS QUESTIONNAIRE

Approach to Answering Questions
The key to acceptable answers is to provide as much relevant evidence as possible. It shows that you have thought 
through each requirement which increases your chance of getting immediate approval.

Using diagrams and screen shots is a very powerful (and quick) way to illustrate your answers. At the end of each of 
the 5 sections there is an area to provide additional information. 

It is also impoIt is also important to remember that achieving Cyber Essentials doesn’t mean that you have to implement a 
fool-proof solution. In many cases, creating policy and documentation, and ensuring that your staff and 
subcontractors are aware of it, is enough to satisfy the requirements.

About the Author
David Watson is an experienced and qualified technology expert. His business, Evolve 
Computers, has been helping small businesses keep their systems secure and stable since 
2002. He is a Chartered IT Professional, a British Computer Society member and an Accredited 
Cyber Essentials Practitioner (Advanced). He is respected in the IT Community as a speaker
and member of the CompTIA UK Executive Council.

Summary
This document is intended for small businesses who are interested in gaining the Cyber Essentials Level 1 
certification for their business. It complements the Cyber Essentials questionnaire that is the basis for all 
applications. Its purpose is to help small businesses achieve certification by giving very specific advice on how to 
answer each of the requirements of the questionnaire. 

Although the advice in this guide can be applied to any Cyber Essentials application, please bear in mind that my 
experience is in helping small businesses with simple networks. experience is in helping small businesses with simple networks. Typically, they would have up to 100 employees and 
a mixture of sites:

  a central ‘head office’ 

  branch offices

  home offices 

** A warning before you start **

If If you are unsure whether it is right for you then get in touch and one of Accredited Cyber Essentials Practitioners 
can get you started on the right track.

My recommendations for changes to your system are provided as guidance. That means that *you* must take 
responsibility for any changes that are made. Otherwise you are at risk of causing disruption to your business and I 
am not responsible for that. 

I’d strongly recommend that you carefully plan changes to your system. My advice is to apply changes one at a time 
and to a subset of users or machines. Then allow time to see if there are any knock-on effects before continuing. 
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Internal Promotion
The implementation of Cyber Essentials measures is an excellent opportunity to raise awareness of cyber security 
within your organisation. You should promote technical and procedural changes internally. I’d recommend an initial 
presentation to staff on the benefits that Cyber Essentials will bring. This will allow every member of the team to 
explain and even evangelise the benefits in their daily dealings. It helps changes to be accepted; ongoing 
adherence to the rules and to ingrain cyber security into your organisation’s culture.

Technical and Approval Documentation
I would also recommend that you create documents to record specific technical information, and the justification 
/approval process for changes to the infrastructure. The document we use are:

System Documentation – Key system configuration information including details of servers, networks, connectivity, 
IT suppliers contact details, printers, website/domain, backups and third party applications. Avoid storing
passwords here.

FiFirewall Approval and Configuration – A table showing a description of each change made, the justification, the 
approver and the date of the change. This is followed by screenshots of the firewall configuration.

Remember that for a hacker the information in these documents is your crown jewels. Make sure that it is stored 
securely, is only accessible by authorised users and is not distributed by email.

Policies and Documentation
Policies
I would recommend that you create a series of policy documents as part of the Cyber Essentials process. These will 
record your specific approach to security which can be used as a reference and as an educational tool for staff. 

These documents can then be referred to within your questionnaire answers.In the advice below, where a policy 
statement is required, I’ll list the document that I think it belongs in. 

YYou are welcome to use our approach or make your own. The documents we use are:

System Administration Policy – The rules for staff, third-parties and/or subcontractors that are looking after your 
system.

System and Data Access Policy – The rules for accessing your system and data. For example, how authorisation is 
given, on what type of devices, minimum security measures that should be enabled on a device. Approved locations 
for the storage of data.

Device and User Setup Policy – The rules that list how devices and user accounts are created on the system.

DDevice and User Decommission Policy – The rules that list how devices and user accounts are removed from the 
system.

Firewall and Wireless Policy – The rules that list how firewalls and wireless access should be configured.

Mobile Working Policy – The rules covering on what basis the system can be accessed by mobile devices such as 
phones and tablets.

These policies do not replace Internet or Computer Usage Policies implemented by HR. They could be incorporated 
into that framework if that makes sense for your organisation. As you’ll see from the tips below, these policy 
documents contain much modocuments contain much more specific rules relating to keeping you secure, and thereby allowing you to adhere to 
Cyber Essentials requirements.
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Check
Staff adherence to company policy
System Scope changes
Default password on boundary devices
Firewall configuration
Cloud applications storing corporate data
DDevices connecting to the network
Privately owned devices with access to corporate data
Default Deny list maintenance
User account maintenance
Removal of unnecessary software
Additional secure configuration measures
Adherence to Workstation Setup policy
BackupsBackups
Event log maintenance
Special access privileges
Malware protection – installed and up to date
Malware scanning configuration
Web protection logs
Software licensing
Security patchingSecurity patching
Mobile device patching

Schedule
Quarterly
Quarterly
Quarterly
Quarterly
Quarterly
WWeekly
Monthly
Monthly
Monthly
Quarterly
Quarterly
Biannually
DailyDaily
Daily
Quarterly
Daily
Quarterly
Weekly
Biannually
MonthlyMonthly
Quarterly

On-going Management
The Cyber Essentials accreditation is one-off annual event that demonstrates you have measures in place to protect 
your system at the time of the assessment. For those measures to continue to protect your business beyond the 
assessment itself they need to be maintained. That means that you need to maintain your firewall, backups,
endpoint protection, system updates, user accounts, and passwords. 

TTo achieve this, you will need to implement a series of scheduled checks on your system. Ideally, some will need to 
happen daily while others can be checked less often. The following table gives a list of items that need to be 
checked and our recommended schedule. 

I would also recommend an initial cyber security awareness training session so that your team are aware of all the 
ways that they can protect themselves both at home and at work. A portion of this training should be aimed at the 
management team to ensure their buy-in but also for them to understand the specific vulnerabilities they pose to 
the organisation. It can also be beneficial for sales and marketing personnel to get specific insight into how the 
messaging around cyber security can be used to help them meet their targets.

Once the Cyber Essentials pOnce the Cyber Essentials process is complete you will need to ensure that the relevant people are made aware of 
the policy and documentation that should now be followed. This will ensure that you continue to comply with the 
Cyber Essentials requirements, but, more importantly, will keep your system secure.

It is important to consider who needs to know the information contained in these documents. Some of the 
documents will be highly sensitidocuments will be highly sensitive. For example, details of the configuration of your firewall is like gold dust to a 
hacker intent on getting into your system. You don’t want to make these available to all staff. In fact, I strongly 
advise you to keep access to such information tightly controlled.
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1 Note: A firewall may be referred to as a router, gateway or modem. Although technically these names mean very 
different things, nowadays they are used interchangeably – especially on smaller networks where there is only one 
boundary device. I will use the term ‘firewall’ throughout this document.

Tip One
A system name should be provided that uniquely identifies the systems to be assessed, and which will be used on 
any certificate awarded. For a small business with a simple network, this will include the entire system. The Scope 
can then be named after the company.

If parts of the system are deemed ‘out of Scope’ then the Scope name should reflect this and must not be named 
after the company. Include details of the individual, team or organisation that owns and manages the system.

Tip Tip Two
Physical boundaries are a great starting point. How many offices do you have? Are they all in Scope? What about 
home offices?

Tip Three
A fundamental boundary for a business network is the firewall. If you have multiple sites, then you will have multiple 
firewalls. If you have a home network in Scope, then the firewall 1 at that site will be included.

Everything inside the firewall is in Scope. In other words, any device that connects to your network – wired or 
wiwirelessly – must conform to your chosen policy. Where possible, include IP addresses and/or ranges.

Tip Four
If there is a component inside the firewall that you don’t want in Scope, for example an old application that is no 
longer supported, you have three options:

  Remove the out of Scope component from the network

  Partition the component from the network

  Decommission the out of Scope component

Tip FiTip Five
Home networks are unique in that they have two separate and conflicting uses, home or domestic use for the family; 
and business or professional use for the organisation. Ideally you want both uses to be secure but you may find it 
inconvenient to impose Cyber Essentials requirements on home users. A common approach is to segregate 
business use with an additional firewall and a separate wireless network.

Tip Six
A useful wA useful way to determine what is ‘in Scope’ is to ask the question, “Is there anything or anyone that can gain access, 
or influence the security of the data and devices in Scope?”. If so, then they are in Scope and should be included.

Business Scope
The first, and most important, objective of the questionnaire is to identify the systems to be assessed. This is
referred to as ‘Scope’. 

Defining Scope is key to the Cyber Essentials process. It needs careful consideration as it will affect everything that 
follows. 

Defining Scope is not alwDefining Scope is not always straight forward. It is becoming more difficult as systems now include a significant 
‘cloud’ element, and can be accessed by devices that are outside the control of the organisation. 

My advice here is a series of tips, rather than a step-by-step roadmap.



Copyright © Evolve Computers 2017

COMPANION GUIDE TO THE
CYBER ESSENTIALS QUESTIONNAIRE
Tip Seven
The organisation’s data is likely to reside in the cloud too. You will need to include this in the Scope. The first step 
will be to identify where it resides and its level of sensitivity.

Most data held in the cloud will be known to you – email for example – but often, sensitive information will be 
shared without your knowledge. For example, almost every organisation that we work with these days has staff or 
sub-contractors using Dropbox without ‘official’ approval. 

YYou will need to approach this with a light touch if you are to discover who is using third-party data sharing 
applications. We’d suggest an amnesty followed by an audit. Finally, we’d recommend that the rules are then added 
to your System Access Policy and that this is circulated to everyone. You also need to consider the level of sensitivity 
of data. You might take certain data out of Scope if you do not consider it sensitive. An example of this is marketing 
collateral. Your approach could be to say that a specific location only contains promotional material and then add a 
rule to your System and Data Access Policy and make sure that all your staff are aware.

Tip Eight
If mobiles dIf mobiles devices access the organisation’s data, then they are in Scope. The most common use of this will be 
access to email. Please note: This applies to any device, including privately owned devices in use by staff, 
sub-contractors or partners.

https://www.lifewire.com/how-to-open-command-prompt-2618089
http://www.routerpasswords.com/
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https://strongpasswordgenerator.com/
https://www.lastpass.com/
https://xkcd.com/936/
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Question 6 - Confirm that any remote administrative interface has been disabled on all 
firewall (or similar) devices?

Reason: The management interface on a firewall is a vulnerability. It requires an open port or service to work. As 
with all other ports and services therefore we need to secure it as tightly as possible to prevent attacks on your 
firewall.

This question is often misinterpThis question is often misinterpreted to mean that you need to disable the management interface completely. That 
is not the case. The word ‘remote’ is use to indicate that the interface should be disabled on the external or Internet 
facing side of your firewall.

Question 5 - Confirm that there is a corporate policy requiring all firewall rules that are no 
longer required to be removed or disabled in a timely manner, and that this policy has 
been adhered to (meaning that there are currently no open ports or services that are not 
essential for the business)

Reason: Keeping your firewall configuration as simple and as tidy as possible reduces the chance of an attack
succeeding. Complex rules can lead to unintended gaps that provide a way in to your system.

ActionAction: Following on from the previous two questions, make sure that you, or your third-party provider have removed 
any rules that are no longer required.

If you have a managed firewall, confirm that your third-party provider has recorded this configuration, and has a 
policy in place to ensure that these rules are removed on any replacement firewall device they supply. 

If you are doing this yourself then document the configuration in the Firewall Approval and Configuration document. 
Document the justification and approval process in the Firewall and Wireless Policy.

Questionnaire AnswerQuestionnaire Answer: Confirm that you, or your third-party provider, has removed the rules, and the date this was 
carried out. Refer to the applicable configuration and policy documents.

Questionnaire Answer: Confirm that you, or your third-party provider, have justified and approved open ports and 
services, and provide the date this was carried out. Refer to the applicable policy and configuration documents.

Question 4 - Have all commonly attacked and vulnerable services (such as Server 
Message Block (SMB) NetBIOSm tftp, RPC, rlogin, rsh, rexec) been disabled or blocked by 
default at the boundary firewalls?

ReasonReason: Your firewall will let traffic in if that traffic has been requested by a device on your network. This is fine for 
most activity – you wouldn’t be able to browse the Internet otherwise – but it is a rather ‘loose’ configuration. It 
doesn’t protect you, for example, if a machine on your network gets infected and then invites the attacker to connect.

So, it makes sense to tighten this configuration up by explicitly blocking the type of traffic that should never need to 
pass across your firewall.

ActionAction: Following on from question 3, when checking the firewall configuration, you, or your provider, should also 
check that the services on this list are explicitly blocked, and create a rule if they are not.

If you have a managed firewall, confirm that your third-party provider has recorded this configuration, and has a 
policy in place to ensure that these services are blocked on any replacement firewall device they supply. 

If you are doing this yourself then document the configuration in the Firewall Approval and Configuration document. 
Document the justification and approval process in the Firewall and Wireless Policy.

Questionnaire AnswerQuestionnaire Answer: Confirm that you, or your third-party provider, have blocked the ports, and the date this was 
carried out. Refer to the applicable configuration and policy documents.
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Secure Configuration
To complete the actions needed in this section requires an understanding of Domains and Workgroups. These are 
terms that apply to a Microsoft network and I have capitalised them to make their use clear in this guide.

Action: Following on from question 3, when checking the firewall configuration, you, or your provider, should also 
check that management interface has been disabled on the ‘remote’ or external side of the firewall. 

If you have a managed firewall, your third-party provider may not want to disable this feature. They may need it for 
supplying their service to you. In that instance, you must insist that the interface is locked down so that it is only 
accessible from the third-party’s external IP address.

Confirm that Confirm that your third-party provider has recorded this configuration, and has a policy in place to ensure that the 
remote interface is disabled on any replacement firewall device they supply. 

If you are doing this yourself then document the configuration in the Firewall Approval and Configuration document. 
Document the justification and approval process in the Firewall and Wireless Policy.

Questionnaire Answer: Confirm that you, or your third-party provider, have disabled the management interface, or 
have taken additional measures to secure it. Note the date this was carried out. Refer to the applicable 
configuration and policy documents.

Question 7 - Confirm that where a system within Scope does not need Internet access, a 
Default Deny policy is in effect and that it has been applied correctly, preventing the 
system from making connections to the Internet.

Reason: Blocking devices in this way removes another level of weakness on your system that could be used as part 
of an attack.

If all the machines in Scope need access to the Internet, then a Default Deny policy is not required. This will be the 
most common scenario for a small business.

Considering that theConsidering that there are several ways to set up a Default Deny policy and all of them require technical knowledge 
to set up and maintain, not needing one makes this requirement a lot easier to satisfy.

Action A: If all machines need access, update the Device and User Setup Policy to state that “Any device that does not 
need access to the Internet should be explicitly blocked”.

Questionnaire Answer A: State that all machines in Scope need Internet access. Refer to the clause added to the 
Device and User Access Policy document.

Action B: If any machines need to be blocked, set up a Default Deny policy. For a small number of machines the
simplest appsimplest approach is to use your firewall to explicitly block each device. All business grade firewalls will have a 
setting that allows you to do this.

Document this process in the Firewall and Wireless Policy. Update the Device and User Setup Policy to state that “Any 
device that does not need access to the Internet should be explicitly blocked”.

Questionnaire Answer B: State that a Default Deny policy has been set up and explain how it is implemented. Screen 
shots of the configuration should be added as supporting documentation. Refer to the applicable policy documents.
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Question 9 - Confirm that all accounts have passwords, and that any default passwords 
have been changed to strong passwords?

Reason: Accounts without passwords are another vulnerability in your system. Implementing strong passwords 
makes them much harder to crack.

Action: Following on from question 8, the same process should be followed for passwords. 

  Domain: Accounts in a Domain require a password. You just need to confirm that accounts have strong 
passwords. You configure password attributes for all users using a Windows feature known as Group Policy. 

FFor specific instructions, search online for the phrase “Configure password policy using group policy”. 

Add this process to your System Administration Policy and to your Device and User Setup Policy.

Question 8 - Have all unnecessary or default user accounts been deleted or disabled

Reason: Default and unnecessary accounts are a weakness in any system. Attackers will look to take advantage of 
them. By deleting or disabling them you reduce the chance of a system breach. You also ensure that members of 
staff that have left the company can no longer access your system.

Action: It is highly likely that you have old accounts on your system that are no longer needed. Your first step is to 
go through all your systems and remove these accounts.

YYou will need to make decisions about the deletion of accounts. So, this process should be carried out or overseen 
by a senior member of staff. 

  Domain: On your server, usernames and passwords are managed using the Active Directory User and Computers 
console.

  Workgroup: Each individual machine will need to be checked for accounts that are out of date. Log in to each 
device as an Administrator and open the User Accounts console.

    Third party applications: Some of your key software will be secured with usernames and passwords. Log on as 
an Administrator to manage accounts. 

Document this process in the System Administration Policy.

Note: See also question 9 and the section on Access Control for other user account considerations that can be
addressed at this time.

Questionnaire Answer: Confirm that a review has been carried out, who conducted it and the date it occurred. 

A Domain is provided by a Microsoft server and allows the centralising of user account, password, network and 
workstation configuration information. This means that it takes less effort to manage a network, and devices on 
that network. It also greatly increases security.

A Workgroup, on the other hand is simply a collection of devices with no central management. It means that any 
change that needs to be applied across the system will need to be configured on each individual device. This means 
that it takes far more time to manage a Workgroup and that it is much less secure.

I also I also refer to Third-Party Applications in this document. This is a generic term to cover other applications in use by 
the organisation, such as accounting software, that contain sensitive information and are included in Scope. 
Third-party applications may reside on a workstation, on a server or in the cloud.
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Question 11 - Has the Autorun (or similar service) been disabled for all media types and 
network file shares?

Reason: Autorun, or Autoplay as it is now known, is a feature that allows a program on removable media – such as
a USB stick – to run when the media is plugged in to a computer. Attackers infect removable media to compromise 
devices. Disabling Autoplay prevents this from happening and closes another vulnerability. 

  Workgroup: It is possible that an account on a device doesn’t have a password. You will need to check each 
account individually to see if it has a password.

If you have a small number of users on each device, then you can manually change each password to ensure that it 
meets the requirements of a “strong” password (refer to my advice in question 2). Add the process for keeping 
passwords secure to the Device and User Setup Policy.

    Third party applications: Follow the same process as you did in the previous question. Add this process to your 
System Administration Policy.

Note: See the section on Access Control, starting at Question 16, for other user account considerations that can be 
addressed at this time.

Questionnaire Answer: Confirm that a review has been carried out who conducted it and the date it occurred. Refer 
to the applicable policy documentation.

http://www.ezaudit.net
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Question 12 - Has a host based firewall been installed on all desktop PCs or laptops, and 
is this configured to block unapproved connections by default?

Reason: I’ve been referring to your firewall as the boundary device protecting your network from the Internet.  A 
host-based firewall, on the other hand, is an application that runs on a device and protects it from any network the 
device connects to. It does the same job as a boundary device – blocking unsolicited traffic to the device.

A host-based firewall prevents the spread of an infection if your network is compromised. On laptops, it protects the 
device when it is being used on another network.

On Windows dOn Windows devices, by default, the firewall is integrated and comes configured to block unapproved connections. 
If these settings have been changed, or a third-party firewall installed, then you will need to check that unapproved 
connections are blocked. 

Action: Check that the Windows Firewall is protecting the devices in Scope. You can manually check each device by 
going in to the firewall settings in your Control Panel and confirming that the firewall is set to ‘On’ and ‘Block all
connections to applications…”. See my screen shot below.

Add the process for checking that the Windows Firewall is enabled to the Device and User Setup Policy.

Action: On Windows devices, use a feature called Group Policy to disable Autoplay. 

  Domain: Group Policy is configured centrally on your server. These settings will then be applied to all Windows 
devices in the Domain. 

For specific instructions, search for the phrase “Disable Autoplay using group policy”.

Add this process to your System Administration Policy and to your Device and User Setup Policy.

    Workgroup: You will need to check each workstation individually. This time you will use the Local Group Policy 
Editor. 

For specific instructions, search for the phrase “Disable Autoplay using local group policy”.

Add this process to your Device and User Setup Policy.

Questionnaire Answer: Confirm that a review has been carried out who conducted it and the date it occurred. Refer 
to the applicable policy documentation. You should also include a screen shot of the policy settings.
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Question 15 - Are security and event logs maintained on servers, workstations and 
laptops?

Reason: Behind the scenes computers keep a record of activity in event logs. They are vital tools in troubleshooting 
problems and revealing what is happening on a machine. In the event of a cyber breach, event logs can alert you to 
the compromise and they can reveal how an infection happened.

Question 14 - Do you have a backup policy in place, and are backups regularly taken to 
protect against threats such as ransomware?

Reason: If you’ve ever lost important data you’ll understand why backups are vital to any business. More recently, 
ransomware scrambles your data before asking for a payment to unscramble it. If you don’t want to pay the ransom, 
then your only option is to recover data from your backup.

Action: I am assuming you are already regularly backing up your data but if you are not then you need to get that 
arranged as soon as possible. It needs to run arranged as soon as possible. It needs to run reliably, be actively checked every day, tested periodically and stored in 
a different location to your original data. 

Record all the details in your System Administrator Policy. 

Questionnaire Answer: Refer to the applicable policy documentation.

Question 13 - Is a standard build image used to configure new workstations, does this 
image include the policies and controls and software required to protect the workstation, 
and is the image kept up to date with corporate policies?

Reason: Ensuring that new machines are configured securely is vital to ensure that your network is secure. 

At first sight this appears to be a rather onerous requirement for small business. Certainly, maintaining build images 
of workstations is a complex and costly thing to do. It is overkill for anyone other than a large organisation.

TTo satisfy this requirement, therefore, a small business needs to ensure that the Device and User Setup Policy exists 
and is used for all machines builds. 

Action: We are building the Device and User Setup Policy as we progress through this guide. All you need to do is 
ensure that it is adhered to and state that in your answer.

Questionnaire Answer: “We don’t use build images as this is too complex and costly to maintain. New workstations 
must adhere to the Device and User Setup Policy which is maintained by <name or job title of person or company 
responsible>.”

If you have a Domain, then the Windows Firewall settings can be configured centrally using Group Policy. This will 
save you visiting each device – although I would spot check a sample of machines to ensure that the settings have 
been applied as intended. It also means that any new machines added to the Domain will pick up these settings
automatically.

For specific instructions, search for the phrase “configure windows firewall using group policy”.

Add this process to your System Administration Policy.

Questionnaire AnswerQuestionnaire Answer: Confirm that a review has been carried out who conducted it and the date it occurred. Refer 
to the applicable policy documentation.
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Question 18 - Are accounts removed or disabled when no longer required?

Reason: By deleting or disabling unnecessary accounts reduces the chance of a system breach. You also ensure 
that members of staff that have left the company can no longer access your system.

Action: In question 8 you removed or disabled unnecessary existing accounts. Here you need to ensure that the 
process is carried out for staff leaving the company. Decide on your process and add it to the Device and User 
Decommission Policy. 

Questionnaire AnswerQuestionnaire Answer: Refer to the applicable policy documentation.

Access Control
Question 16 - Are user account requests subject to proper justification, approval and 
provisioning process? Are user accounts assigned to named individuals?

Reason: Controlling the creation of user accounts reduces the chance that an attacker or disgruntled employee can 
access the system to cause damage. A named individual with responsibility for the use of an account provides 
motivation to ensure that the account is used properly. In turn, that reduces the chance that an account will be 
misused misused by either an attacker or a disgruntled employee.

Action: If you’ve not already rationalised user accounts then follow the instructions in question 8. During that 
process, you will have made decisions about which accounts are needed and for what reason. This is your 
justification and should be recorded.

Decide on the process to approve and provision accounts and add this to your Device and User Setup Policy.

Questionnaire Answer: Confirm that a review has been carried out, who conducted it and the date it occurred. Refer 
to the applicable policy documentation.

Question 17 - Are users required to authenticate with a unique username and strong 
password before being granted access to computers and applications?

Reason: Implementing strong passwords makes them much harder to crack.

Action: Setting up your system to require strong passwords is covered in the instructions for question 9.

Questionnaire Answer: Refer to the answer in question 9.

Action: To maintain event logs on each machine in Scope will be beyond the capabilities of most small businesses. 
They contain so much information that you need a software tool to filter out the important stuff. Often these are too 
expensive to justify for a small business. It is much more likely to be a service you would receive from an IT 
Provider.

If you already have a third party looking after your system, then talk to them about how they manage your event 
logs. Get them to provide a written description of how this works.

Questionnaire Answer: State that this is handled by your IT Provider and include their description as supporting 
eevidence.
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Question 22 - Does your password policy enforce changing administrator passwords at 
least every 60 days to a strong password?

Reason: If an administrator account is compromised, changing passwords regularly reduces the length of time it 
can be used. This limits the effects of such a breach.

Question 21 - Are all accounts with elevated privileges only permitted to perform
administrator activity, with no Internet or external email permissions?
Reason: If administrator accounts are prevented from accessing the Internet or external email then they cannot be 
used by common cyber-attacks. This further limits the possibility of a system breach.

Action: There are many ways to achieve this so this is a list of ideas:

  Remove local administrator access to all machines for all users other than the Administrator account. 

    Remove email client and Internet browser software. This is probably only appropriate for servers. Add a note in 
your Device and User Setup Policy. 

  Remove mailboxes for administrator accounts from your email server. Add a note in your Device and User Setup 
Policy.

  Implement internet filtering software to control access to the Internet for specific user accounts. Add a note in 
your Device and User Setup Policy.

Questionnaire Answer: Describe the measures you have taken and refer to the applicable policy documentation.

Question 20 - Are special access privileges documented and reviewed regularly
(e.g. quarterly)?
Reason: See question 19

Action: Record this in the System Administration Policy.

Questionnaire Answer: Refer to the applicable policy documentation.

Question 19 - Are elevated or special access privileges, such as system administrator 
accounts, restricted to a limited number of authorised individuals?
Reason: Accounts with elevated privileges have access to all your data and can change any settings on the system. 
With administrator permissions, a person can wreak havoc on your system, whether intentionally or by mistake. 
Ensuring that account credentials are known by as few people as possible, and that those people understand how 
important the accounts are is vital to protect data and prevent system breaches.

ActionAction: Firstly, you need to decide who will have administrative access to your system. This could be a named
individual or a job title. This should be recorded in the System Administration Policy. 

You then need to audit administrator privileges on your system:

  Domain: On your server, administrator privileges are managed using the Active Directory User and Computers 
console.

  Workgroup: On individual machines log in as an Administrator and open the User Accounts console.

    Third party applications: Some of your key software will be secured with usernames and passwords. Log on as 
an Administrator to check privileges.

Questionnaire Answer:  Confirm that you have audited administrator privileges, and the date this was carried out. 
Refer to the applicable policy documentation. 
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Question 25 - Have all anti malware signature files been kept up to date (through 
automatic updates or through centrally managed deployment)?
See the guidance for question 24.

Question 24 - Does corporate policy require all malware protection software to have all 
engine updates applied, and is this applied rigorously?
Reason: There is little point to having malware protection software unless you are keeping it up to date. The number 
of threats is continually growing so an unpatched machine quickly becomes vulnerable.

Action: Add this requirement to your Device and User Setup Policy. 

Create a process to check that the software is being updated. Again, this is unmanageable without centrally 
managed malwamanaged malware protection software. How you do this will depend upon the specific software that you are using. 

On our system, we have automated alerts for update failures that go to our Helpdesk and we carry out a visual 
check of engine update status every morning.

Record this process in your System Administration Policy. 

Questionnaire Answer: Refer to the applicable policy documentation.

Action A: Ensuring that administrator passwords are changed regularly, and are strong, can be achieved with a 
manual process. The easiest way is to schedule a recurring reminder in your diary. To ensure the passwords are 
strong follow my advice in answers 2.

Add a statement to this effect to your System Administration Policy.

Questionnaire Answer A: Refer to the applicable policy documentation.

Action B: For a more robust process, configure your system to require complex passwords and force them to be 
changed regularly. Follow my advice in answer 9 for Domains and Workgroups.

QuestionnaiQuestionnaire Answer B: Confirm that a review has been carried out, who conducted it and the date it occurred. 
Refer to the applicable policy documentation.
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Question 28 - Are users prevented from running executable code or programs from any 
media to which they also have write access? Other than anti-virus software, are access 
control measures in place to prevent virus code modifying commonly run executable 
files?

Reason: At first sight, this is a rather demanding and confusing requirement of Cyber Essentials. The goal, however, 
is to protect you from running malicious code that has been downloaded from the Internet. Although malware 
protection software will protect you in most cases, it is not infallible. 

TheThere will be times when a new piece of malware has been released but malware protection software has not been 
patched to protect you (The jargon for this is a Zero-Day Threat if you want to find out more). In this instance, you 
need further measures in place to protect you.

Action: There are many ways to achieve this so this is a list of ideas:

  Limit the number of browsers that can be used to access the Internet. We only allow Chrome, Edge and Safari. 
Record this in your System and Data Access Policy. 

  Ensure that your browsers are patched (see Section 5 below).

    Reduce the number of versions of Windows in use in your organisation. Windows XP should be
decommissioned or taken out of Scope. We only use Windows 10 as it is the most secure version. Record this in 
your Device and User Setup Policy. 

  Check that SmartScreen Filter is enabled on all devices. 

  Configure Attachment Manager on Windows devices to warn users when running programs downloaded from 

the Internet.

Questionnaire Answer: Describe the measures you have taken and refer to the applicable policy documentation.

Question 27 - Has malware protection software been configured to run regular (at least 
daily) scans?

See the guidance for question 26.

Question 26 - Has malware protection software been configured for on-access scanning, 
and does this include downloading or opening files, opening folders on removable or 
remote storage, and web page scanning?
Reason: This question provides details for an effective configuration for your malware protection software.
In most cases, these will be features of your chosen software. 

Action: Confirm that each of the features listed is configured in your software. Be careful when enabling these
options as they may have an impact on the performance of workstations. I would advise enabling them in a 
contcontrolled manner. That is: one at a time, on a subset of machines and with time to assess and remediate any 
negative effects before deploying to all machines.

Once you have your options enabled, record them in your Device and User Setup Policy.

Questionnaire Answer: List the measures you have in place and support with screen shots. Refer to the applicable 
policy documentation.
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Patch Management
Question 30 - Is all software installed on computers and network devices in the Scope 
licensed and supported?

Reason: Unlicensed and unsupported software will not have the latest security patches. That makes them 
vulnerable. Hackers target known weaknesses in your system. So, the longer a piece of software goes unpatched 
the more vulnerable it becomes.

ActionAction: In order to understand what software you have on your network, you will have to perform an audit. See the 
answer to question 10 for guidance. 

During the audit, you will need to compare the software you have with the licenses you have purchased, and you 
may have to do a little research to determine if the software version is still supported.

You must also ensure that you update your System Administration Policy and Device and User Setup Policy to ensure 
that all software installed in the future is licensed and supported.

Questionnaire Answer: Describe the measures you have taken and refer to the applicable policy documentation.

Question 29 - Are users prevented from accessing known malicious web sites by your 
malware protection software through a blacklisting function?

Reason: Prevention is better than cure. Stopping users from visiting sites that are known to host malicious threats 
is clearly preferable to dealing with malware once it’s been downloaded. 

Action: See the guidance on question 26.

Questionnaire Answer: See the guidance on question 26.

http://evolvecom.co/windowsupdate
http://evolvecom.co/wsus
https://batchpatch.com
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Question 34 - Is a mobile working policy in force that requires mobile devices (including 
BYOD) to be kept up to date with vendor updates and app patches?

Reason: See question 30.

Action: Add this as a requirement to your Mobile Working Policy.

Questionnaire Answer:  Refer to the applicable policy documentation.

Question 33 - Is all legacy or unsupported software isolated, disabled or removed from 
devices within the Scope?

Reason: See question 30.

Action: Your system audit will have produced a list of software that is unlicensed or unsupported. You will now need 
to decide what you will do with it. 

Your options are:

    Isolate. This is effectively taking it out of Scope. It might be as simple as unplugging a device from the network 
but may require you to install a firewall between the device and network to limit or prevent its access to your system 
and the Internet. 

  Disable or remove. If the software is no longer needed, then this is a straight forward option. 

Questionnaire Answer: Describe the measures you have taken and refer to the applicable policy documentation.

https://ninite.com
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